i

A w3 JiAY
< <
S N
N N
X X
Y A
g 2

i i

Terms of Use

Master List for passports and national
ID cards

Version 1.0



Terms of Use
Master List for passports and national ID cards

Date: 02.12.20 | Version: 1.0 | Approved | AIT002 | Page 2 of 5
Contents

1 DefiNitioN AN PUIMDOSE Lottt e aanea 3
Y o 01 3
T Yo ol <11 P 3
4  The consumer's duties and responsibilities .......cc.coiiiiiiii i 3
5 Errors and notifiCations.....cuiiiiiii 4
6  Further distribUtion .. .o s 4
7  Breach of the Terms Of Use c.iviiiiiiiiiiii e e e e e 4
8 The police's responSibilities ... 4
9  Service level (availability) ..o 5
10 Amendments to the Terms Of USe ..o e es 5
11 Changes to the Master LiSt AP ... e e e e e 5
B2 DT = o] o = ot o] o [ P 5

Document history

Version Description Amended by: Approved by:
02.12.2020 1.0 Approved version ESA032 AIT002




Terms of Use
Master List for passports and national ID cards

Date: 02.12.20 | Version: 1.0 | Approved | AIT002 | Page 3 of 5

1 Definition and purpose

The Master List for passports and national ID Cards (hereinafter called the Master List)
contains certificates confirming the contents of the chip in electronic passports and national
ID cards. The Master List contains certificates for all Norwegian electronic passports and
national ID cards, but is not exhaustive for foreign passports and national ID cards.

The Master List is intended to support document control of Norwegian passports and
national ID cards and some foreign passports and national ID cards.

2 Scope
These Terms of Use apply to the use of the Master List.

The Terms of Use grant the consumer the right to use the Master List. The term "consumer"
means anyone who downloads the Master List.

3 Access

The Master List is openly available and can be used by the public, both in Norway and in
other countries.

4 The consumer's duties and responsibilities

The consumer shall comply with the Terms of Use. Downloading the Master List implies
acceptance of the Terms of Use.

The consumer shall comply with Norwegian law in connection with processes relating to the
use of the Master List.

The consumer shall use police systems properly and with care. Downloading the Master List
more frequently than necessary or otherwise using it improperly constitutes a breach of the
Terms of Use.

The consumer shall only use the Master List for the purpose following from the Terms of
Use.

The consumer is responsible for integrating the Master List in their own systems and for the
Master List to work in a satisfactory manner with their production environment.

The consumer will cover the costs of adjusting and adapting their own systems and of the
systems' operation and further development.

The consumer is responsible for the interpretation of the results of Master List queries, their
use, and to what extent the results affect decisions.

The consumer shall not use the Master List in a way that appears misleading, nor distort it or
present it incorrectly.
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The consumer is responsible for using a version of the Master List that is sufficiently up to
date relative to the consumer's needs.

The consumer shall have the necessary user support in place for their end users.

5 Errors and notifications

If a consumer discovers that the Master List is unavailable or may contain errors, they must
notify the police (see the police website politiet.no).

Before reporting errors to the police, the consumer shall, to the extent possible, make sure
the error is not caused by the consumer's own systems. Thus, the consumer has a duty to
handle the error within their own incident handling process.

If errors or deficiencies are discovered, the Master List may be unavailable for a short period
of time.

6 Further distribution

The consumer may distribute the Master List to a third party. The consumer must make the
third party aware of the Terms of Use. The consumer must reference the police as the
originator of the list, and inform the third party that there may exist more recent versions of
the Master List.

As service owner, the police shall not be used to support, recommend or market a
consumer, products or services using the Master List.

7 Breach of the Terms of Use

In the event of a breach of the Terms of Use, the police may block the consumer's access to
the Master List for a period of time. In such cases, the consumer has a duty to remedy, at
the consumer's own cost, any inconvenience to their customers caused by the blocked
access.

In the event of serious or repeated breaches of the Terms of Use, the consumer may
permanently lose the right to use the Master List.

8 The police's responsibilities
The police will update the Master List as needed.

The police are not responsible for any direct or indirect financial loss which may result from
the use of the Master List or in connection with copying or further distributing the list. The
same applies to any financial loss resulting from the Master List being unavailable.
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9 Service level (availability)

The Master List is managed and made available by the police. The police shall strive to
ensure high availability for the Master List.

10 Amendments to the Terms of Use

If the Terms of Use need amending, an updated version of the Terms of Use will be
published. The Terms of Use will contain both version number and the date of the last
change.

11 Changes to the Master List API

The police may launch a new version of the Master List API, and older versions of the API
may be withdrawn. The consumer is responsible for integration with the new API version.

12 Data protection
The Master List does not contain any personal data.

Master List downloads are logged for troubleshooting and information security purposes.
The police retain the logs containing IP addresses and times for Master List downloads for 6
months.

The Master List is published using the Microsoft Azure platform, and are the controller of
personal data processed by the service.
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