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Executive summary

Introduction

The Norwegian Bluetooth-based contact tracing app “Smittestopp” was launched in December
2020 as a supplement to manual contact tracing. The purpose was to rapidly notify people
about possible exposure to SARS-CoV-2 in situations where manual contact tracing can be
challenging. As the majority of the population is being vaccinated, social restrictions are
gradually being lifted. However, the epidemic situation is still fragile with the emergence of
new variants of SARS-CoV-2. Thus, until society is fully reopened, the Smittestopp app can be a
useful tool to encourage targeted testing. If new variants spread more rapidly across larger
distances, this raises the question of whether or not the criteria exposure notification should
change. The Smittestopp app version 3.0 has a feature that makes the App more adjustable to
criteria set by the health authorities. Running a test with the new version was essential for
collecting a robust data set on which configuration setting is the best for different epidemic
situations.

Methods

To test the new version of the Smittestopp app (v3.0), we simulated a real-life scenario,
standing in a queue, with 5 people, and repeated this 6 times. The participants were standing
in a queue, with a 1-meter distance between them, and had 5 phones each. To simulate
different duration and distances of contact, the app was switched off at different times (4-20
min) for each of the phones. We registered one phone as infected and all other phones were
contacts. By using a developer version of the app, data regarding exposure could be collected
from each phone and analyzed. We analyzed the data using different settings within the app,
including several attenuation thresholds (55-80dB), different time cut-offs, and weights for
each attenuation threshold. Based on these settings we calculated the proportion of close
contacts and others who would receive a notification. We identified the settings that yielded
the most optimized notification rates among contacts while minimizing the rate of false
exposure notifications.

Results

Data was received from 144 exposed phones during three days of testing. 4 phones were
excluded due to errors. Of the 140 exposed phones 36 phones were contacts (< 2 meters, > 15
min) and 104 were non-contacts (> 2 meters, or < 15 min). Exposure notification rates from 72
different settings showed that performance could be considerably improved by adjusting
configurations, weights, and time thresholds. The highest notification rate among contacts was
91.7% which was achieved with attenuation thresholds of 55, 70 and 80 dB with weights of
2.0, 1.5, and 0.5 and a time threshold of 13 minutes. This also notifies 32.7 % of the non-
contacts, resulting in a precision of 46.0 %, recall of 91.7 % and accuracy of 73.6 %.

Conclusion

By adjusting the attenuation thresholds, time thresholds and weights, we were able to
improve the notification of contacts without increasing the notification of non-contacts. The
ability to adjust these settings is important, especially when the local situation changes.
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Preface

Oslo, November 2021
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1 Introduction

The Smittestopp app version 2.0 in Norway has been proven successful in identifying 80%
of contacts in “real life” scenarios. That was the results from the project the National
Institute of public health (NIPH) conducted prior to the launch of the app (Smittestopp
version 2.0) in December 2020 (1).

Since then, the epidemic situation has changed in Norway. New variants of SARS-CoV-2
have emerged, which are possibly more contagious across longer distances, raising the
need for flexibility in the definition of contacts that might be of risk of exposure (2). In
Norway, people have been considered to be a “close contact” and quarantined if they have
been less than two meters away from a person who is confirmed to have COVID-19” for 15
minutes or longer (3). Also, the proportion of fully vaccinated Norwegian citizens is
increasing rapidly, and by October 314, 2021, 85 % of those 18 years or older had received
2 vaccine doses (4). Vaccination may replace other measures preventing the spread of the
virus, and society will reopen. More people will meet in places where manual contact
tracing will be difficult, and the Smittestopp app will be an aid in notifying those who have
been in contact with an infected and that should get tested.

In June 2021 Netcompany launched an updated version of the app; Smittestopp 3.0. This
version has added one more attenuation threshold value, yielding a total of four
thresholds, instead of the three existing in the previous version. The Google/Apple
exposure notification system (GA-ENS) used by the app will report four attenuation
duration values (minutes)based on four attenuation thresholds: 1) time registered below
threshold 1; 2) time registered between threshold 1 and 2; 3) time registered between
threshold 2 and 3; 4) time registered above threshold 3. By adding different weights to
each threshold and a time threshold value the app will calculate an exposure risk score
and decide if this value is high enough to yield a notification. An extra threshold ensures
the increasing sensitivity of the app, by allowing health authorities to adjust the
configurable components even more, to ensure that the right type of exposure leads to a
notification.

Over 30 countries have now implemented GAEN based contact tracing apps, including
Germany, Ireland, Denmark, Switzerland, Netherlands, the United Kingdom, USA, Canada
and Japan (5). It is essential to determine the optimal configuration of the app to identify
relevant contacts as time registered and Bluetooth can be affected by many factors.
Several of the countries with GAEN based app has simulated real-life scenarios, collected
data, and reported their optimal configurations settings. Switzerland reported that at low
attenuation (e.g. <50dB), two devices were within few meters, while higher attenuation
values (50-70 dB) could result from devices 15 meters away, offering less certainty (6). A
symposium set up in November 2020 (the Risk Score Symposium Invitational) considered
data from real-life scenario testing performed in Switzerland, the United Kingdom and
Germany. They agreed on two consensus configuration options; the narrow net ( (<55 dB,
<63 dB and < 70 dB) with weights 1,50; 1,00 and 0,40, and the wider net (<55 dB, <70 dB
and < 80 dB) with weights 2,00; 1,00 and 0,25 (7).

In Norway, NIPH carried out a new real-life scenario test with the new version of
Smittetopp (app version 3.0) to agree on optimal configuration settings. Our goal was to
collect a robust set of data including phones exposed at different meters (1-4) for different
minutes (4, 8, 12, 16 and 20 minutes). We wanted to test out a set of different
configurations and compare the result with other similar tests. This would aid us in
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quickly determining if the configurations should be adjusted if manual contact tracing or
epidemic situation changes. Optimizing the configurations is essential to identify relevant
contacts that may have been exposed to the virus. By identifying these contacts quickly,
they can be tested, quarantined, or isolated, thus breaking the chain of infection early. We
aimed at achieving a better notification rate than the previous version; > 80 % for close
contacts.

Optimizing configurations for Smittestopp version 3.0 « Norwegian Institute of Public Health



2 Method

2.1 Devices used for testing

For the app testing, we used a set of 50 phones consisting of a mix of i0S and android
operating systems, as well as a mix of brands and models (iPhone, Samsung, Huawei,
Oneplus; see supplementary material). These phones represent most phones used on the
Norwegian market (8). During testing, a development version of the app was used for data
collection from the phones, as well as allowing the use of fake identifications to notify
infection.

2.2 Set-up for scenario — queue

In this test of the Smittestopp app, a queue scenario was simulated (Figure 1). The
scenario was performed 6 times (rounds), and in each round there were five participants
and 25 phones. The five participants were situated on chairs in a queue formation with 1
meter’s distance between them.

The total duration for this scenario was 20 minutes. Each participant stayed in the same
chair throughout the scenario with 5 phones each placed on trays on their laps. Every 4
minutes the participants would deactivate the Smittestopp on one phone. Participant 0
had the infected phone and a backup phone that they kept on throughout the whole
scenario, and 3 other phones they switched off at 8, 12 and 16 minutes.
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Figure 1. A representation of the scenario. Circles represent the testers (red; infected, orange;
contacts, green; non-contacts). They have 5 phones each, all with the Smittestopp app activated at
start. The minutes indicate after what time during the scenario the apps are deactivated. Red phones:
the phone that will be infected + backup.
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2.3 Data Analysis

After the scenario was finished, registration of infection was done on the “infected phone”.
There were no issues with reporting infection, so the backup phones acted as “exposed
phones”. The keys of the “infected” phone were used to check the data collected from the
“exposed” phones. After data entry, the phones were cleaned, and the app was reinstalled
for the next test run. Data was pulled for each of the exposed phones (24 per run) and
collected.

The processing of collected data was performed in STATA (SE 16.0). From the data;
“typical attenuation” and “since last scan” were used to assign duration in the four
different buckets. We calculated the notification rates for all the exposed phones in the
experiment using different attenuation thresholds, weights for each bucket and time
thresholds to optimize the notification rates among “contacts” and minimize the risk of
incorrect notification for “non-contacts”. We used a weight range between 0 and 2.5 and a
time threshold between 10 and 15 minutes. Attenuation thresholds ranged from 55dB to
80dB. Contacts were defined based on those who were at 2 meters or less distance from
the “infected” for 15 minutes or longer. The non-contacts were further split into those
within 2 meters for a shorter period (less than 15 minutes) and those further away (over 2
meters). Precision, recall, and accuracy were calculated for the chosen setting and
compared with the previous settings in the app.

3 Results

We collected data from a total of 144 exposed phones from the 6 rounds during the three
days of testing. In the data analysis, 4 phones were excluded due to errors. In 11 phones
no connection with the infected phone was detected, but they had received the correct
infection key and were therefore included in the analysis.

Of the 140 exposed phones, 36 phones were of contacts (26 %) and 104 were non-
contacts (74 %). The rate of notification rate was calculated for 72 different settings (see
Appendix). For 17 of the 72 settings, the highest exposure notification rate was achieved
(91.7 %), meaning that of all the contacts who should, in theory, receive a notification, 91.7
% did. Of these 17 settings, the proportion of non-contacts who received a notification
varied between 32.7 and 64.4 %. The setting with the lowest percentage of non-contacts
receiving a notification rate (14.4 %), resulted in 83.3 % of contacts receiving a
notification.

The configuration with attenuation thresholds 55, 70 and 80dB, weights 2,00, 1,50 and
0,50 and a time threshold of 13 minutes results in the best notification rate among
contacts (91.7 %) and a low notification rate among non-contacts (32.7 %). For this
setting, of the non-contacts, 24.5 % of the uses were over 2 meters apart from the infected,
while 42.2 % of the users were below or equal to 2 meters for less than 15 minutes.

The 72 different settings we tested included the configurations used in the previous
version of Smittestopp (Smittestopp version 2.0), the configurations used in Denmark’s
Smittestop app, and the narrow and wider net suggested by the Risk Score Symposium
Invitational. These four settings, along with the setting decided for further use in version
3 is listed in Table 1.
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Table 1. A selection of the settings tested with their corresponding attenuation thresholds, weights,
and time threshold, as well as the percentage of contacts and other contacts that received exposure
notifications.

Attenuation Time threshold | Contacts Other contacts

thresholds

Previous 57,68;73 2.00; 1.50; 0.00 13 83.3% 29.8%
Norwegian

Smittestopp

Danish 63;68 2.5; 0.5;0.00 10 75.0% 39.4%
Smittestop

Narrow net 55;65;70 1.50; 1.00; 0.50 15 50.0 % 6.7 %
Wider net 55:70;80 2.00; 1.00; 0.25 15 77.8% 10.6 %
Optimal 55;70;80 2.00; 1.50; 0.50 13 91.7% 32.7%

configuration

Table 2 shows the optimal attenuation thresholds and weights with different time
thresholds. The configuration with a time threshold of 13 minutes has the highest
notification rate among contacts (91.7 %), while the configuration with a time threshold of
15 minutes has the lowest notification rate among other contacts (22.1 %).

Table 2. The settings with the preferred configurations and weights, with three different time
thresholds, and the resulting exposure notification rates.

Time threshold Contacts Other Contacts
(min)

Attenuation

thresholds

55;70;80 2.00; 1.50; 0.50 91.7 % 32.7%
55;70;80 2.00; 1.50; 0.50 15 86.1% 22.1%
55;70;80 2.00; 1.50; 0.50 10 86.1 % 26.9%

Figure 2 compares the previous settings with the optimal configuration setting. For the
settings used in version 2, there were 30 true positives (83%) 73 true negatives (71 %), 6
false negatives (17 %) and 31 false positives (31 %). For the settings used in version 3, 33
were true positives (92%), 70 true negatives (74%), 3 false negatives (8 %) and 34 false
positives (33 %).
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The settings used in the previous version gave a precision equal to 49 %, a recall of 83 %
and an accuracy of 74 %. For the new settings precision was calculated to be 49 %, recall
being 92 % and accuracy to be 74 %.

Smittestopp 2.0 Smittestopp 3.0

Exposure and Exposure and 33

notification notification (0.92)

(truth) (truth)

No Exposure No Exposure 34

(truth) (truth) (0.33)
Exposure and No Exposure Exposure No
notification (API) and notification Exposure
(API) (API) (API)

Figure 2. Overview of the contacts (exposure) and non-contacts (no exposure) who did (API) and did
not (no API) receive notifications gives as number (percentage) using 57,68,73 settings for
Smittestopp version 2 (A) and 55,70,80 settings for Smittestopp version 3 (B).
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4 Discussion

In this study, we tested out the third version of the Norwegian Smittestopp app under a
“real-life” scenario, a queue. The Smittestopp app version 3.0 has been developed to make
the app more adjustable to criteria set by the health authorities. We aimed to collect
experimental data from the new app version that could be used to determine settings that
would result in the best balance between notifying high-risk close contacts and avoiding
notifying low-risk sporadic contacts, a relevant “every-day-life” social situation. Our
results show that performance could be improved by adjusting the configurations of the
threshold values (Bluetooth attenuation levels, weights, and time thresholds), similarly to
our previous testing of Smittestopp 2.0 (1). As expected, the additional attenuation
threshold value that is featured in Smittestopp 3.0 allowed for more fine-tuning and
improvement of the configurations to adjust to the current epidemic situation in Norway.

Our results show that we could either aim for a wider or more narrow approach for
identifying contacts compared to our previous settings. With Smittestopp app version 2.0
we identified 80 % of close contacts (< 2 meters, >15 min) and 34 % of sporadic contacts
(>2 meters or <15 min). For a narrow approach, we could decrease the notification rate
among sporadic contacts to below 20 %. However, this would result in a lower notification
rate among close contacts than previously. Another option would be the wider approach
where we could increase the notification rate among close contacts up to 92 %, but then
also increasing the notification rate of more sporadic contacts (2-4 m;< 20 min). We
decided on notifying as many close contacts as possible and at the same time accepting a
low (33 %) notification rate of sporadic contacts. This setting was chosen as people
notified by the app are encouraged to get tested, not quarantined, and as Norway has a
high testing capacity test results are available within 48 hours. We, therefore, considered
the individual burden of notifying low-risk sporadic contacts to be low.

The suggested settings; narrow net (attenuation threshold 55, 60 and 70, weights 1.50,
1.00 and 0.5, time threshold 15) and narrow net (attenuation threshold 55, 70 and 80,
weights 2.00, 1.00 and 0.25, time threshold 15) yielded a notification rate of 50.5 % and
77.8 % among contacts. They were not the most ideal configurations for our app, and the
reason might be that the app also has the option to take into account symptom onset,
meaning that their weights would differ based on the time between symptom onset and
exposure (6). Thus, the closer exposure was to symptom onset, the higher the weights
would be, increasing the risk score. Including the infectiousness of the infected at the time
of contact has also been suggested as an important factor by other studies, along with
proximity and duration of contact (9). While this was included in the narrow and wider
net, we decided not to include this in our app. The reason for this being that there is so
much uncertainty regarding how infectious a person is depending on where in the course
of infection they are. We included the whole period, notifying those exposed 2 days prior
until 8 days after symptom onset, with the same weights for the whole period.

Many countries have implemented Bluetooth or GAEN based contact tracing apps,
including UK, Germany, Denmark, Italy Netherlands, Switzerland, and Japan, often in
collaboration with public health institutes (10). Few have reported on testing
configuration settings or the impact of the app on reducing the spread of COVID-19. In
addition, the uptake of the app affects the impact. Only 0.6% of cases in Switzerland,
reported receiving a notification in the app as the reason for the testing (11). Studies from
the UK provide evidence for the benefits of digital tracing apps in terms of reducing the
spread of COVID-19; they estimated the number of cases averted by the app was 284,000,
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and 594,000 using two different methods. Using the two different methods, they also
estimated that for every percentage point increase in app uptake, the number of cases
could be reduced by 0.8% or 2.3% (12). However, it’s difficult to compare test results
across countries as studies and terminology are not aligned.

Possible effects of the test environment itself were not considered in this experiment, i.e.
wall, floors, ceiling, and furniture’s ability to change the received signal strength. Studies
describing experiments performed in bus and tram conclude that there is little correlation
between received signal strength and distance between phones, likely due to reflections
from the metal walls, floor, and ceiling (13;14).

This project adds to the current knowledge regarding GAEN based tools by showing the
effect of configuration settings. In addition, the generated dataset will allow re-evaluation
of the settings without the need of redoing the experiment. However, more work needs to
be done to define configuration standards and harmonize testing and evaluation protocols
across countries.
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5 Conclusion

Results from this experiment showed that we were able to improve the notification rate of
close contacts without increasing the notification of sporadic contacts by adjusting the
attenuation thresholds, time threshold and weights. We found the most optimal settings to
have configurations 55, 70 and 80 with the weights 2,00, 150 and 0,50, and a time
threshold of 13 minutes. We identified 91,7 % of the contacts, and 32,7 % of the non-
contacts received a notification. The setting had a precision of 46,0 %, recall 0f 91,7 % and
accuracy of 73,6 %. Smittestopp 3.0 with the added threshold value and new
configurations a had higher notification rate among contacts and a lower rate among non-
contacts than Smittestopp 2.0.
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Appendix

Overview of phones used in scenario testing of Smittestopp version 3.0

Table 3. Overview of phone type with respective operation system and version,
used in the scenario testing for Smittestopp version 3.0.

S e P R P
ioS 14.4 ioS 14.5

iPhone 6S + iPhone 7

Samsung G A8 Android 9 Nokia 5.3 Android 10
Samsung s7 Android 8 iPhone 7 + ioS 14.2
iPhone SE i0S 14.2 iPhone 11Pro Max i0S 14.4.1
iPhone XS i0S 14.2 Samsung s10 Android 10
Samsung S8 Android 9 Samsung s20 Android 10
iPhone 7+ ioS 14.5 iPhone 7 iOS 14.5
Sony Xperia 1 Android 10 Samsung S9+ Android 10
iPhone 8 ioS 14.2 iPhone 6S + ioS 14.5
Sony Xperia 1 Android 10 Samsung S10 Android 10
Samsung S9 Android 10 iPhone 7 i0S 14.2
iPhone 6s ioS 14.5 iPhone 7 iOS 14.2
Samsung S21 Android 10 Samsung S9+ Android 10
iPhone XS ioS 14.2 iPhone 7 + ioS 14.5
Samsung S20 Android 10 Samsung A 50 Android 10
Ultra

iPhone 7 i0S 14.5 iPhone SE ioS 14.2
Samsung A71 Android 10 Huawei P30Pro Android 10
iPhone 8 i0S 14.2 Sony Xperia 1 Android 14.5
Samsung S9 Android 10 Samsung A 71 Android 10
iPhone 6S i0S 14.5 iPhone 6 i0S 12.5.1
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iPhone 11 Pro i0S 14.2 Samsung S10 Android 10
One Plus 8 Android 10 Samsung S Note 10  Android 10
iPhone 12 ioS 14.3 iPhone XR iOS 14.2
Samsung S10 Android 10 Samsung S20 Android 10
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Results

Table 4. A table representing the settings tested and the corresponding results; number and
percentage of users receiving and not receiver exposure notification. w_score: weighted score,
attenuation thresholds (att_1/2/3), weights (w_1/2/2), time threshold (t_time), number of users and
the percentage of received exposure notification (n_contacts and n_contacts_p) and the
corresponding for users not receiving notification (n_noncon and n_noncon_p).

1 1 57 68 73 2,50 2,00 1,00 10 33 91,7 57 54,8

2 1 57 68 73 2,50 2,00 1,00 13 31 86,1 41 39,4
3 1 57 68 73 2,50 2,00 1,00 15 31 86,1 36 34,6
4 2 57 68 73 2,50 2,00 0,50 10 31 86,1 49 47,1
5 2 57 68 73 2,50 2,00 0,50 13 31 86,1 39 37,5
6 2 57 68 73 2,50 2,00 0,50 15 31 86,1 35 33,7
7 3 57 68 73 2,00 1,50 1,00 10 33 91,7 47 45,2
8 3 57 68 73 2,00 1,50 1,00 13 31 86,1 33 31,4
9 3 57 68 73 2,00 1,50 1,00 15 31 86,1 25 24,0
10 4 57 68 73 2,00 1,50 0,50 10 31 86,1 40 38,5
11 4 57 68 73 2,00 1,50 0,50 13 31 86,1 32 30,8
12 4 57 68 73 2,00 1,50 0,50 15 30 83,3 24 23,1
13 15 57 68 73 2,00 1,50 0,00 10 30 83,3 39 37,5
14 15 57 68 73 2,00 1,50 0,00 13 30 83,3 31 29,8
15 15 57 68 73 2,00 1,50 0,00 15 29 80,6 23 22,1
16 5 55 63 70 2,50 2,00 1,00 10 30 83,3 45 43,3
17 5 55 63 70 2,50 2,00 1,00 13 30 83,3 33 31,7
18 5 55 63 70 2,50 2,00 1,00 15 30 83,3 25 24,0
19 6 55 63 70 2,50 2,00 0,50 10 27 75,0 35 33,7
20 6 55 63 70 2,50 2,00 0,50 13 26 72,2 27 26,0
21 6 55 63 70 2,50 2,00 0,50 15 24 66,7 22 21,2
22 7 55 63 70 2,00 1,50 1,00 10 30 83,3 36 34,6
23 7 55 63 70 2,00 1,50 1,00 13 30 83,3 24 23,1
24 7 55 63 70 2,00 1,50 1,00 15 30 83,3 15 14,4
25 8 55 63 70 2,00 1,50 0,50 10 27 75,0 27 26,0
26 8 55 63 70 2,00 1,50 0,50 13 24 66,7 20 19,2
27 8 55 63 70 2,00 1,50 0,50 15 23 63,9 14 13,5
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